Staying Safe Online
Scams and viruses

Safety tips & advice
Scams

A scam is an illegal plan for making money or
taking information, which involves tricking
people.

It may be a scam if it seems too good to be true.
For example, an iPhone that is being sold for a
lot less than you expect.

It may be a scam if someone you don’t know
contacts you unexpectedly.

You may even get a phone call from someone
claiming to be from a well-known company like
“Microsoft” or ”BT”.
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They may say there’s a problem with your
computer and needing to get access to it,
including your personal details.

You should never go along with this. If you are
concerned there may be an issue with your
computer call the company on a phone number
found on their actual website.
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It may be a scam if you suspect you’re not
dealing with a real company. For example, if
there’s no postal address.

It may be a scam if you’ve been asked to transfer
money quickly. Real companies will not pressure
you to do this.
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It may be a scam if you’ve been asked to pay
in an unusual way. For example, paying by gift
cards or wire transfer

It may be a scam if you’ve been asked to give
away personal information like passwords or
PINs. Real companies and banks would never ask
for the full PIN or password.

It may be a scam if asking you to click a link to
login to your account. For example, the email
may say you have been hacked and to click the
link to login.

The link may send you to a fake page and when
you login the scammer will know your password.
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Never click links to login pages. Always login to
any website from their actual web page.

If you are unsure whether anything is a scam
you can ask someone you trust for their
opinion. Never feel pressured into giving
money or personal information away.

Citizens Advice can also help you. It can be
hard knowing if something is a scam or not.
Contact them:
03454 04 05 06

Citizens Advice can also help you if you think
you have scammed. They can go through
every step with you.
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Computer viruses are nasty software programs
designed to destroy or steal files from
computers. They can make a computer stop
working.

You may be sent an email with an attachment
which when you click on it will release a virus.

You could get a virus by clicking on a pop-up
message on a website or visiting a fake website.

Viruses can infect your computer without you
knowing about them.
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Criminals can then use this to take control of
your computer, or the virus may scan your
computer for personal information.

It can also slow your computer down, send out
a spam email or delete files.

To help prevent this from happening you
need a trusted anti-virus software like Norton
Security or McAfee.

Update your computer, mobile and tablet
when available to keep them secure.
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